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The great utility of mobility
data encourages widely
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such datasets.

The sharing of mobility
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privacy concerns.
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Definition

Trajectory Recovery Attack
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Problems

Trajectory Recovery Attack
In each neighboring time slots:
 First, we estimate the likelihood that
two mobility records belong to the
same individual.
 Second, with the estimated likelihood
we link the mobility records together
by maximizing the overall likelihood.
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Time

1. How to estimate the likelihood?
2. How to maximize the overall likelihood?

Design

Implementation of the Attack System

We exploit two insights to estimate the likelihood:
 1) Traces left by same mobile users are correlated:

 Low mobility during nighttime (0 am~ 6 am).
 Continuous movement during daytime (7 am ~ 24 pm).
 Regular movement across different days.

 2) Mobile users’ trajectory are unique.
Linking night
time trajectory

Linking day
time trajectory

Linking across
days trajectory

{𝒁𝒁𝒏𝒏 =(𝒍𝒍𝟏𝟏 , 𝒕𝒕𝟏𝟏 ), (𝒍𝒍𝟐𝟐 , 𝒕𝒕𝟐𝟐 ) , (𝒍𝒍𝟑𝟑 , 𝒕𝒕𝟑𝟑 ) , (𝒍𝒍𝟒𝟒 , 𝒕𝒕𝟒𝟒 ), …, (𝒍𝒍𝒎𝒎−𝟏𝟏 , 𝒕𝒕𝒎𝒎−𝟏𝟏 ), (𝒍𝒍𝒎𝒎 , 𝒕𝒕𝒎𝒎 )}.
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Step 1: during nighttime

The likelihood
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= (𝒍𝒍𝟏𝟏𝟏𝟏, ,𝒕𝒕𝒕𝒕𝟏𝟏𝟏𝟏),), (𝒍𝒍(𝒍𝒍𝟐𝟐𝟐𝟐, ,𝒕𝒕𝒕𝒕𝟐𝟐𝟐𝟐) ), , (𝒍𝒍(𝒍𝒍𝟑𝟑𝟑𝟑, ,𝒕𝒕𝒕𝒕𝟑𝟑𝟑𝟑) ), ,(𝒍𝒍(𝒍𝒍𝟒𝟒𝟒𝟒, ,𝒕𝒕𝒕𝒕𝟒𝟒𝟒𝟒),),…,
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Step 2: during daytime
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{𝒁𝒁𝒏𝒏 = (𝒍𝒍𝟏𝟏 , 𝒕𝒕𝟏𝟏 ), (𝒍𝒍𝟐𝟐 , 𝒕𝒕𝟐𝟐 ) , (𝒍𝒍𝟑𝟑 , 𝒕𝒕𝟑𝟑 ) , (𝒍𝒍𝟒𝟒 , 𝒕𝒕𝟒𝟒 ), …, (𝒍𝒍𝒎𝒎−𝟏𝟏 , 𝒕𝒕𝒎𝒎−𝟏𝟏 ), (𝒍𝒍𝒎𝒎 , 𝒕𝒕𝒎𝒎 )}.
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Step 3: across days

Implementation of the Attack System
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Step 3: across days
1) Human mobility is regular.

The location frequency of same
users is similar across different days.

2) Human mobility is unique.

The location frequency of different
users is different.

where 𝑈𝑈𝑖𝑖𝑑𝑑 is the i-th recovered sub-trajectories in the d-th day, and
𝐻𝐻(𝑈𝑈𝑖𝑖𝑑𝑑 ) computes the entropy of location frequency.
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Step 3: across days
The information gain of linking
the sub-trajectories of same users
and different users is significantly
different.

The likelihood that the i-th and j-th sub-trajectories belong to same
individual can be estimated by 𝒄𝒄𝒊𝒊,𝒋𝒋 = −𝑮𝑮(𝑼𝑼𝒅𝒅𝒊𝒊 , 𝑼𝑼𝒅𝒅+𝟏𝟏
)
𝒋𝒋
{𝒁𝒁𝒏𝒏 = (𝒍𝒍𝟏𝟏 , 𝒕𝒕𝟏𝟏 ), (𝒍𝒍𝟐𝟐 , 𝒕𝒕𝟐𝟐 ) , (𝒍𝒍𝟑𝟑 , 𝒕𝒕𝟑𝟑 ) , (𝒍𝒍𝟒𝟒 , 𝒕𝒕𝟒𝟒 ), …, (𝒍𝒍𝒎𝒎−𝟏𝟏 , 𝒕𝒕𝒎𝒎−𝟏𝟏 ), (𝒍𝒍𝒎𝒎 , 𝒕𝒕𝒎𝒎 )}.
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Maximizing the overall likelihood:
 Given the likelihood matrix 𝑪𝑪 = {𝒄𝒄𝒊𝒊,𝒋𝒋 }, the remaining problem is
how to derive an optimal linking solution to maximize the overall
likelihood. The problem can be formulated as:
Maximize

where 𝑥𝑥𝑖𝑖,𝑗𝑗 = 1 means linking two sub-trajectories together,
𝑥𝑥𝑖𝑖,𝑗𝑗 = 0 means otherwise.
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Maximizing the overall likelihood:
Maximize

 Equivalent to Linear sum assignment problem.
 It can be solved by Hungarian algorithm in polynomial time (𝑂𝑂(𝑛𝑛3 )) [1].

[1] H. W. Kuhn. The Hungarian method for the assignment problem. Naval research logistics quarterly, 1955.

Evaluation

Real-world Mobility Datasets

①

②

Dataset

Sources

Num. of user

Duration

Spatial
resolution

Average num. of
records per user

#1

Cellular network

100,000

1 week

Base station

261

#2

Mobile APP.

15,500

2 weeks Base station

496

The aggregated mobility data is generated by aggregating the number of
mobile users cover by each base station in each time slot (30 minutes).

Evaluation

Performance Analysis

Recovery performance:

The attack system achieves 73% ~ 91% recovery accuracy.
79% ~ 92% records have a recovery error less than 1km.

Evaluation

Impact of Several Important Factors

Spatiotemporal granularity:

Spatial granularity
Temporal granularity

Recovery accuracy

Evaluation

Impact of Several Important Factors

Number of mobile users:

Recovery accuracy
However,
themobile
attackusers
system can achieve over 50% accuracy
Number of
in dataset with more than 100,000 mobile
users.
Uniqueness

Takeaways
•Aggregated mobility data is NOT safe in privacy breach:
•73%~91% records can be correctly recovered
•79%~92% records have a recover error less than 1 km.
•Impact of dataset features:
•Reducing spatiotemporal granularity will not help.
•Data with large number of individuals is less vulnerable.

Future work

Privacy Risks in Statistic Data

 The trajectory recovery attack is a special case of recovering
individual’s information from statistics data.
 Two key features facilitate the attack:

 Correlation between the records of same individuals --- Regularity
 Uniqueness of each individual’s records --- Uniqueness

 These features are NOT rare:
 Credit card records[1]
 Mobile application usages[2]
 Web browsing[3] ….

[1] Y. de Montjoye, et al. Unique in the shopping mall: On the reidentiability of credit card metadata. Science, 2015.
[2] Pascal Welke, et al. Dierentiating smartphone users by app usage. Ubicomp. ACM, 2016.
[3] Lukasz Olejnik, et al. Why johnny can't browse in peace: On the uniqueness of web browsing history patterns. HotPETs, 2012.
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Evaluation Number of mobile users
Is large scale aggregated mobility data safe:
 Aggregated mobility data is less vulnerable to trajectory
recovery attack when the number of mobile users is large.
 However, our evaluation shows that the aggregated mobility
data of 100,000 mobile users still suffers from notable privacy
breach (>50% accuracy), which is a typical scale of population of
a medium city, especially when you consider market share.

Evaluation Performance metrics
We introduce three performance metrics:
 Recovery accuracy:

The percentage of correctly
recovered spatiotemporal points.

 Recovery error:
Distance between the incorrect
points and ground truth.

 Uniqueness:
The percentage of recovered trajectories that can be uniquely
re-identified when several most frequent locations are provided.
We denote the original trajectories as {𝑌𝑌𝑖𝑖 }, the recovered trajectories as {𝑍𝑍𝑖𝑖 }.

Evaluation Performance analysis
Uniqueness:

More than 95% of recovered trajectories can be uniquely reidentified when the most frequent two locations are provided.

Motivation Prevalence of mobility data sharing
1

email

2
3
4

Passively or actively, mobile devices
news generate massive mobility data of
their users nowadays.
social
sync

Motivation Privacy concerns in mobility data
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External information

Simple anonymization has been proven powerless in mobility data, since
attackers can easily re-identify individuals with little external information[1,2].
[1] Zang H, et al. Anonymization of location data does not work: A large-scale measurement study, Mobicom.
ACM, 2011: 145-156.
[2] De Montjoye Y A, et al. Unique in the crowd: The privacy bounds of human mobility[J]. Scientific reports,
2013, 3: 1376.

Exploration Is trajectory recovery attack possible?
Intuition 1: Regularity of human mobility

Figure: percentage of mobility records happen in each mobile
user’s most frequently visited towers.

Mobile users always visit several similar base stations.

Exploration Is trajectory recovery attack possible?
Intuition 2: Uniqueness of human mobility

Figure: percentage of mobile users that can be distinguished by
the selected K spatiotemporal points.

Mobile users’ trajectories are highly unique.
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Likelihood estimation: during nighttime 0 am~ 6 am
1. We estimate the next location of a mobile user as her last
mobility record.

)
2. The likelihood is computed as 𝒄𝒄𝒕𝒕𝒊𝒊,𝒋𝒋 = − 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅(𝒍𝒍𝒕𝒕𝒊𝒊 , 𝒍𝒍𝒕𝒕+𝟏𝟏
𝒋𝒋
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Likelihood estimation: during daytime

6 am~ 24 am

1. We estimate the next location of a mobile user based on a
𝒕𝒕
𝒕𝒕−𝟏𝟏 ).
𝒕𝒕
continuous velocity model 𝒍𝒍̂𝒕𝒕+𝟏𝟏
𝒊𝒊 = 𝒍𝒍𝒊𝒊 + (𝒍𝒍𝒊𝒊 − 𝒍𝒍𝒊𝒊

𝒕𝒕+𝟏𝟏
,
𝒍𝒍
)
2. The likelihood is computed as 𝒄𝒄𝒕𝒕𝒊𝒊,𝒋𝒋 = − 𝒅𝒅𝒅𝒅𝒅𝒅𝒅𝒅(𝒍𝒍̂𝒕𝒕+𝟏𝟏
𝒊𝒊
𝒋𝒋

