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This Talk

ABackground/Context
AModifications we made topenaircn
AUser Accounting

AHelper webapps

AResults from the field
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Background

A4 billion humans are still not online; mostly in rural/developing areas
A2S 6!'2Qa L/ ¢5 fl o0 62NJ] RANBOGTE
APrior work on 2G@smocomEndagi led us to LTE

APoint #1:We build novel network technologies as needed

APoint #2:We work with relatively lowtech-literate users
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Context

Aln August 2018 we deployed a small g
scale LTE network in rural Papua .

ATower has two commerci@NBs
ASingle minPC running the OAI EPC
ABackhaul a 3 Mbps satellite link
ACurrently serving 70+ users

AANd growing!
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Goals

AA reliable EPC that works with a wide variety of handsets
AProvides the functionality needed to run a commercial network

AEasy and consistent systems to build, deploy, configure
AFocus on downstream eramps
~ End

OAIl Core

Developers/'

LTE Engineers/
Researchers

Curious Network
Hackers Admins

YA UNIVERSITY of WASHINGTON



A Quick Note On Naming/Versioning

AStarted by forking OPENAIRINTERF#@Raircnin Spring 2018
ANamed our projecCoLTHEfor Community LTE)

ACOLTE (base OAIl + modifications) + peripheral apps/services
Ahttps://github.com/uw-ictd/openair-cn
Ahttps://qgithub.com/uw-ictd/colte

YA UNIVERSITY of WASHINGTON


https://github.com/uw-ictd/openair-cn
https://github.com/uw-ictd/openair-cn
https://github.com/uw-ictd/openair-cn
https://github.com/uw-ictd/openair-cn
https://github.com/uw-ictd/openair-cn
https://github.com/uw-ictd/colte
https://github.com/uw-ictd/colte
https://github.com/uw-ictd/colte

Modifications toopenaircn

ABuild system
ABinary packages
ASystemdntegration (not daemon mode)
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openaircn: Bulld system

AFocus only on what we can test/suppditebian9 and Ubuntu 18.04

ATurned the build scripts into ldakefilein top directory:
aYlqp&e =2 aVYI 1S Fft ¢
ARemoved legacy dependencies, reduced downloads needed to build

AMakefiIeajsoprovides all code needed for custom libraries:
aYl 1S t A0 NJfidDiadeater aSracliigipnl, IBl&ds
ACopying code over prevents compatibility/version issues or dead links
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openaircn: Binary packages

AMakefilebuilds binary packages f@ebian9 and Ubuntu 18.04

AWe host these at http:/olte.cs.washington.edu

Ad | -péiiinstallcolteepg LINRP GARS& | alysS | yR
Apostinstscripts setudreeDiameters6a keys

APackage includes sane MySQL databaseanffiles

APackage also instalystemddd SNIWA OS FAf SaX
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openaircn: Systemdservices

Alnstalls three separatgystemdservices liss mme, spgw)

ACan control all of themsystemadstart colte-epd or individuals
(systemastart colte-mme)

AAllows us to enable service on baap (afternetwork.targe
AServices stay online and reboot if (when) they crash

AMME also reboots SPGW to ensure system staggrin

ARun as a thread (not daemon) allows us to monitor service health
AThis also enables smart logging wihrnalctl
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User Accounting

ABig problem:No support for user accounting/billing!

A2 SONEBS 2dzald Fy L{txE Ftff ¢S KI @3S
ASPGW dynamically assigns IP addresses, makes it hard to track users
AOption #1:build a billing system into the SPGW

AOption #2:Integrate EPC with some otherbBsed billing platform
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User Accounting: IP Daane

&

SPGW

UE
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User Accounting: Traditional Telecom Stack
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J SGW PGW nternet

UE
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User Accounting: Simpler Is Better

AWe are researchers and like to move quickly

AWriting full PCRF integration would take a while

AWanted to be modular and integrate with existing ISP tooling
ASolution:Add a RADIUS client at SPGW
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User Accounting: RADIUS PRlane

AAA
R ADV Server
Traffic
J_ SPGW Operations

UE
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User Accounting: RADIUS PRlane

Many Commercial Systems

FrF= === = = .
: AAA :
R ADW Server |
| Traffic |
J SPGW : Operations :
UE
R Ey g — !
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RADIUS Operations At SPGW

AWhen UE joins network, SPGW asks AAA server for=lIMShapping
AAAA server assigns IP; connection fails if AAA rejects access
A(other system) doeauth and accounting based on assigned IP

ABackup: If no AAA server configured, SPGW assigns IP out of pool
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Haulage For Network Accounting

AHighspeed packet processing app

ARuns on the EPC, which is also our Internet gateway
ASimple architecture: usdibpcap written in go

ACurrently supports two billing plans: pstB and permonth
APrepaid plans are standard in developing areas
Ahttps://qgithub.com/uw-ictd/haulage
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Haulage
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Haulage

AHaulage splitew management frormw control and link access

Alnstall OAI to run an unmetered LTE network (lab bench systems)
Alnstall OAI + Haulage to run a commercial LTE network
A
A

Haulage can be deployed at a gateway and used to monitor/bill any
P-based network: LTRVIF| Ethernet, etc.

~uture work: integration with DHO¥Wjkrotik, etc.
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LongTerm Research Agenda: Mix&dcess

AOption #1:The LTE management core also regul§tSiaccess
(this Is the standard telecom model: PCRF,-RGi®P Trusted Access)

AOption #2:LTE is just one access technology of many
AIP-based management plane is more flexible and extensible
A Split the linkaccess system from the netwedccess system
AModular deployment: EPC on its own is unmetered, add a manager if you like
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New Apps

AColteconf
AWebAdminTool
AUserWebGui
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New Apps; Colteconf

AOAI EPC has many, many variables/options

AUpdating just one of them can lead to eoft-sync problems

AWe wrote a tool (calledoltecon that keeps the EPC in sync

APowered byansible updates confsand restarts services as needed
AVariable names are relatively sane and esynderstand

AUsage: Editusrlocal/etc/colte/confymE  { K ScyltecorfdzLOR G0 S
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New Appg WebAdminTool

AAllows webbased configuration and administration of EPC
AEssentially @olteconffront-end

APassworeprotected; also supports {Based restrictions

AOptionally accessible from RAN for specific users (default = False!)
AHooks into Haulage to provide account management as well
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ew Appg WebAdminTool

[ ] ® @ Settings X +

&« C @ localhost:7998/settings/basic

a %« 6 HSQ O

B3 Outdoors BES House B3 COLIN B MNovel »

=% Apps gp Pedometer <F AlternateAir B3 WorkingMusic B3 Research [ Tech References

Home Users System Settings

Running Services
Basic Settings

‘< EPC ¢/ Haulage ‘< WebGUI WebServices EPC

Basic EPC Settings

eNB Interface Address of eNB Interface

eth0 1.2.3.4/24
WAN Interface

ethO
MCC MMNC
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ew Appg WebAdminTool

o @ & Home x +

&« C (@ localhost:7998/users/1

: Apps gp Pedometer <& AlternateAir B3 WorkingMusic

ES Research

B Tech Refersnces

ES oOutdoors

Q & £ 7 I Q e
5 House

B3 coLiN B3 Movel »

Home Users System Settings

Lookup User By IMSI

Lookup User

Phone
IMSI Username Number
000000000000001  John 1
001010123456789 Fread 2
208920100001100 3
208920100001101 Sam 4

Total
Downloaded

1.1GB

0.0KB

0.0 KB

0.0 KB

Total
Uploaded

0.0 KB

0.0 KB
0.0 KB

0.0 KB

Data
Balance

131.0 MB

1.1GB

100.0 KB

100.0 MB

Money
Balance

7,197,255

1,165,820

5,000,000

500

Internet ColLTE
Access Access
Ll Cd
o o
Ll o
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New Apps UserWebGUI

APhones can access a user portal at http://netwarktfvork_name
AShows their phone number, account balance, data usage, and more
AAllows users to top up, buy data, and send money to other users
AAccess restricted to the LTE interface (gtpO)
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New Apps UserWebGUI

network.bokondini network.bokondin 7] : network.bokondin 7] :

Community Cellular Network Community Cellular Network Community Cellular Network

Account Information Transfer Account
Phone Number: 0000006 Current Balance: $500 Current Balance: S500
Current Balance: S500 Reciplent Phone Number Current Data: 10.0 MB

Data Balance: 10.0 MB
Amount To Send Packages

More Information
10MB for §5

nal Downloaded: 0.1 kB PR | 0OME for §15

Total Uploaded: 0.1 kB
(RISEEEN 1GB for $25

IP Address?

IMSI? (probably not)
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Field Deployment: Technical Detalils

ATwoBaiCelldNova233eNodeBs
850 MHz, IWatt

A12(0 sectors, 2x2 panel antennas
A15-foot pole mount on schoolhouse
APower provided by solar micugrid
AEPC housed inside

ACurrently 70+ active users
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Field Deployment: Coverage
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